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5G Basics

● 5G == 5th Generation standards for mobile network
○ Specified by 3GPP standards organization
○ Evolved from previous standards: 4G (LTE), 3G (UMTS), 2G (GSM), …

● Developed since 2008
● Introduced in 2016
● Rolled out in practice since 2019
● Adoption in phone networks worldwide by 2025: ~25% of connections
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Higher data rates Massive Internet of Things

Ultra Reliable & Low Latency Small Scale & Modular Networks

➢ 5G is more than just mobile phone networks
➢ Transition is happening right now!



5G Architecture
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Retrospective: 4G Architecture

● Big server somewhere controls network core
● All connections go through big server
● Core network technically modular (in theory)
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5G and beyond

● Modular core architecture
○ Network components are split up 

into functional units
○ Interoperability ensured via 

standardized APIs
○ Communication within core 

utilizes standard web protocols
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User Equipment -> RAN

User Equipment (UE) Radio Access Network (RAN)

gNodeB
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5G Technology Usage
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5G Technology Usage
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5G Technology Usage
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5G Security
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Web Security The Big Picture
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Bridging the Gap

● Can we reuse knowledge from existing web security research?
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Bridging the Gap

● Can we reuse knowledge from existing web security research?

→ Yes!

● *but there are a lot of challenges
○ Navigating complex 5G Architecture
○ Getting access to real-world 5G networks for testing
○ Efficient testing with automation

36
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Example 1: No unused HTTP methods

● Core NFs communicate via 5G REST API interfaces
● HTTP method used in request represents the action performed on an NF 

resource
● 5G standard defines which action/HTTP methods are allowed for resource
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Example 1: No unused HTTP methods

● Attack idea: Modify a read-only resource of an NF
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Example 1: No unused HTTP methods

● Result: Resource gets overwritten with attacker’s value
○ NF instance data got replaced
○ Possibility for enabling for Machine-In-The-Middle attack
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Example 2: No duplicate JSON keys

● API request payloads (usually) are JSON data
● JSON parsers must ensure that received JSON is valid
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Example 2: No duplicate JSON keys

● Attack idea: Create JSON object where multiple values have same key
○ Which value is read by JSON parser?
○ Can circumvent sanity checks
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Example 2: No duplicate JSON keys

● Result: Illegal value may be assigned



Current State of 5G Security
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Existing 5G Security Resources

● Official security definitions come from the 3GPP itself
● Security Assurance Specification (SCAS)

○ Defined by working group in 3GPP
○ Updated regularly with 3GPP member submissions, e.g. from BSI

■ Minor release ~every quarter
■ Major release ~every year

● Basis for security certification schemes
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Existing 5G Security Resources

● Official security definitions come from the 3GPP itself
● Security Assurance Specification (SCAS)

○ Defined by working group in 3GPP
○ Updated regularly with 3GPP member submissions, e.g. BSI

■ Minor release ~every quarter
■ Major release ~every year

● Basis for security certification schemes
● Problem: Submission process is tedious and hopelessly bureaucratic

58



www.montsecure.com

Excursion: Submission Process (OWASP)
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Excursion: Submission Process (RFC)
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Excursion: Submission Process (SCAS) - Step 1

● Become 3GPP organizational member
→ Pay 2,100€ to become ETSI associate (at minimum)

Register at 3GPP
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Excursion: Submission Process (SCAS) - Step 2

Research Data

● Fill out Microsoft™ Word™ .doc template

Create a Change Request (CR)
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● Submit change request to 3GPP portal
● Wait for feedback

Upload Change Request (CR)
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Excursion: Submission Process (SCAS) - Step 4

Get onto a plane

● Fly across the globe to 3GPP plenary 
meetings (every 3 months)

No!
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Excursion: Submission Process (SCAS) - Step 5

Talk to 3GPP members

● Prepare to negotiate change request with other 3GPP members
→ otherwise your CR may not be accepted!

● Hope that your change request gets approved
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Excursion: Submission Process (SCAS) - Step 6

● Approved change requests get integrated into next SCAS 
release

● Uploaded to 3GPP Portal (as Microsoft™ Word™ documents)

Publish Change Request into 
next SCAS Release



www.montsecure.com

Excursion: SCAS Submission Statistics (August 2024)



Future Outlook
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5G certification scheme in Germany

● Certification becomes mandatory starting in 2026

● Targets public 5G network products

● Certification efforts have just started

→ Big question: Can all networks be certified by 2026?
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Thank You!
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