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Defenses

App Level 
Sandboxing 
→ Isolation from other apps and the system 

Permission Model 
→ Limits access to system and other apps 

Use of Memory Safe Languages 
→ Prevents buffer overflows, use-after-free… 

And many more…
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Defenses

App Level 
Sandboxing 
→ Isolation from other apps and the system 

Permission Model 
→ Limits access to system and other apps 

Use of Memory Safe Languages 
→ Prevents buffer overflows, use-after-free… 

System Level 
Verified Boot 
→ Ensures the system has not been modified 

Address Space Layout Randomization 
→ Makes exploitation more difficult 

Kernel Control Flow Integrity 
→ Makes exploitation more difficult

And many more…
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“Classic” Infection Path

Compromise App 
(Browser, Messenger…) 

→ Remote Code Execution

Compromise System 
(“become root”) 

→ Privilege Escalation

Threat Actor

First Stage 
(Malicious web link, 

WhatsApp message…)

Second Stage 
(System-level exploit)

4



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Titel | ggf. weitere Angaben

Increasing exploit chain complexity
NSO Group’s zero-click iMessage exploit FORCEDENTRY

1. Send iMessage to 
victim

Some text… 2. GIF is actually a 
PDF

First sandbox escape

3. Include JBIG2 
image in PDF

4. Exploit integer 
overflow to  

“unbound” canvas

JBIG2 (de)compression 
is turing complete

5. Implement  
a “scripting language” 

using 70,000 image 
segments

6. Build an RPC query

Serialized in a textual 
form

Second sandbox 
escape

7. Use RPC to deserialize 
and execute query
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https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html https://googleprojectzero.blogspot.com/2022/03/forcedentry-sandbox-escape.html

Threat Actor
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Exploit chains are rare and expensive…
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Baseband exploits are a cheaper alternative…
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Basebands and the Predator spyware

Intellexa’s Predator spyware was used to target phones of 
politicians, ambassadors and journalists around the world 

In 2023, sales presentations on Predator were leaked 

One infection vector: Basebands

Titel | ggf. weitere Angaben

https://securitylab.amnesty.org/latest/2023/10/technical-deep-dive-into-intellexa-alliance-surveillance-products/
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LTE Functionality
Control Plane

Mobility ManagementAuthentication / Authorization

QoS Call setup Radio Resource 
 Control
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User Plane

Voice & SMS data Internet connectivity



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

3GPP Specifications
How do you ensure that every cellular baseband is compatible with every base 
station and mobile network? → Specifications and Standards
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station and mobile network? → Specifications and Standards
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Mobile Network 
Operators

Network Equipment 
Providers

Device/Baseband 
Manufacturers

Regulators

Agreement

Thousands of Word documents

Business requirements: 
Customer requests, 
reusability, patents

Goals: Interoperability, 
Security, Performance…

Non-Goals: Completeness, 
Simplicity
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Connection establishment

Exchange of identify and cryptographic information 

Enable Encryption & Integrity Protection

Setup IP Connectivity

Mobility Management 

A
tta

ck
 S

ur
fa

ce

Smartphone Cellular Network



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Malicious Mobile Network

16

Cell tower 
(Base station)

Core network
Communication 

partnersVictim



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Malicious Mobile Network
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Vulnerabilities
Undefined Behavior
Example: CVE-2022-26446
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ETSI TS36.331, Section 5.2.2.19
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Behavior of MediaTek’s PWS implementation
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Undefined behavior in MediaTek’s PWS implementation

Text: INBOUND TO HAWAII 
Segment #: 2 
lastSegment: yes

Baseband memory

Target segments: 2

BALLISTIC MISSILE THREAT

Received segments: 2

Text: BALLISTIC MISSILE THREAT 
Segment #: 3 
lastSegment: no

<Uninitialized memory content> INBOUND TO HAWAII

Text: BALLISTIC MISSILE THREAT 
Segment #: 3 
lastSegment: no
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Attacker models - DoS via PWS

Malicious Mobile Network Fake Base Station

Has easier ways to perform a denial of service 
→ Theoretical threat

Allows malicious actor to disable cellular communication 
→ No more emergency calls, data connectivity
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How did we discover this? Specifications.
ETSI TS36.331, Section 5.2.2.19

Is the incoming segment a 
complete warning message?

Is there currently a message 
being assembled?

Have all segments been 
received?

Store segment

Show message
Yes

No

Yes

No

Yes

No

BALLISTIC MISSILE THREATINBOUND TO HAWAII



Vulnerabilities
Custom PDU formats
Example: CVE-2022-32591
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SMS
Since GSM, SMS is more than just text

• Optional functionality:

• SMS reassembly (160 char limit!)

• Various character sets

• SIM card commands, sms-to-fax, ringtones

→ User Data

• Important for the vulnerability:

• User data length field

• User data header

• Separate length field

User Data

User Data Header

Sender Phone#

Receiver Phone#

Out of bounds 
read crashes 

driver

29

User Data Header length

User Data length

SMS PDU



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Attacker models - DoS via SMS

Malicious Mobile Network

Has easier ways to perform a denial of service 
→ Theoretical Threat

30



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Attacker models - DoS via SMS

Malicious Mobile Network Malicious Communication Partner

Has easier ways to perform a denial of service 
→ Theoretical Threat

Allows malicious actor to disable cellular communication 
→ Disable affected phone from anywhere, 

just need to know phone number
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→ Limited attack surface

31



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Underlying issues
Many protocol parts in LTE/5G use ASN.1:

Specification contains ASN.1 definitions

Baseband developers auto-generate parsers in C

→ Limited attack surface

SMS uses a custom packet format instead

This has been inherited from GSM into LTE 

→ Simplifies backwards compatibility

31



Behind Closed Curtains: 
Insights on Security Vulnerabilities in Smartphone Basebands 

Underlying issues
Many protocol parts in LTE/5G use ASN.1:

Specification contains ASN.1 definitions

Baseband developers auto-generate parsers in C

→ Limited attack surface

SMS uses a custom packet format instead

This has been inherited from GSM into LTE 

→ Simplifies backwards compatibility

→ Requires manual implementation of a parser, description in spec is incomplete

→ Transitions issues from the 90s into today’s standards

31



Vulnerabilities
Custom field encodings
Example: CVE-2024-20039
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Decoding GSM 7-bit
Network names may be encoded in 7 bit/character encoding

Basebands store data in bytes (8-bit)

Android-side expects network name in modern ASCII (8-bit/character)

A B C D E F G H

10000011 00001010 00011100 01001000 10110001 10100011 11001000

01000001 01000010 01000011 01000100 01000101 01000110 01000111 01001000

1 additional byte  
per 8 characters

34

7 bit enc.:

8 bit enc.:
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Decoding GSM 7-bit (MediaTek MT6768)

    char[260] nw_name_unpacked; 
    if (type == GSM_7BIT) { 
     csmss_gsm7_unpack(&nw_name_unpacked, &nw_name_packed, nw_name_len); 
    } else { 
     memcpy(&nw_name_unpacked, nw_name_packed, nw_name_len); 
    }

7-bit encoded network name (max 255 bytes)Target buffer for decoded name

35

nw_name_unpacked … address to return to

Stack:

Unpacked nw_name_packed

260 bytes

(255 * 8/7) = 292 bytes

32 byte overflow
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Underlying issue

This is just a silly implementation mistake, isn’t it?

Yes, but one that would not exist if the LTE spec wouldn’t allow teletype era 7-bit encoding

→ Simplifies backwards compatibility

→ Transitions issues from the 90s 60s into today’s standards
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Attacker model - RCE via Network Name

→ No ASLR, so only need to encode target program counter in 7 bit

→ Potential lateral escalation to application processor

37
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Attacker model
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Closing thoughts
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Beyond Smartphones
Cellular basebands are everywhere

Energy meters, wind turbine monitoring, eCall/V2X, GSM-R

→ Impact of compromise depends on application

→ Update situation unclear
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Beyond Smartphones
Cellular basebands are everywhere

Energy meters, wind turbine monitoring, eCall/V2X, GSM-R

→ Impact of compromise depends on application

→ Update situation unclear

Potential “solutions”:

1. Never assume cellular connectivity is always available

2. Always assume that the baseband may be compromised

3. Ensure the baseband’s firmware is updated regularly (monthly)
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Reach out: 

daniel@danielklischies.net - https://www.danielklischies.net 

https://informatik.rub.de/ubisys/
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Takeaways: 

Basebands are a viable attack vector, with sometimes trivial exploitability 

Mitigations are often not up to par with those in Android/iOS 

No easy & fast way to address these issues

mailto:daniel@danielklischies.net
https://www.danielklischies.net

