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Models

• Model could be more generic than reality

• Good as long as it’s more pessimistic than reality, right?

• Only true as long as there is no adversary

• Adversary: just step outside the threat model and attack the

system differently
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Example

• A bug in some user software was not really a security problem

but (possibly) a reliability problem

• local exploitation → how does the attacker even get there

• was less dangerous before the Internet
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With the Internet, there’s always an adversary.
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Another Example

• A cryptographic implementation

• Threat model: all kinds of assumptions on security of cipher,

correct implementation, mathematical foundations, etc.

→ one step outside the threat model: side channels

• cryptographers generally consider these for the design of the

cipher but ...
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Side Channels
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Timing Side Channels
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SnailLoad: Top-100 Open-World Website Fingerprinting
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SnailLoad: Video Fingerprinting
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But what does that mean?



But what does that mean?

→ Demo!
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Is it part of our Threat Model?

• Any connection can get traces of your activity → are all your

connections trustworthy?

• Traces can leak websites and videos watched

• Not trivial to fix

Try it out: https://snailload.com
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Fault Attacks

• Rowhammer, Plundervolt, ...
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Fault Attacks

• Rowhammer, Plundervolt, ...

• commonly not part of threat models
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Do Threat Models just reflect knowledge?

• Threat models now often adjusted for side channels, fault

attacks, transient execution

• But not always! → it’s not just a reflection of knowledge

→ Often, we want to ignore the problem
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Ambitious Threat Models

Some threat models are so ambitious → difficult/impossible to keep
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Measured Trace

Raw Prime+Probe trace...

Malware Guard Extension: Using SGX to Conceal Cache Attacks.

Michael Schwarz, Samuel Weiser, Daniel Gruss, Clémentine Maurice, Stefan Mangard. DIMVA’17
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Measured Trace

...processed with a simple moving average...

Malware Guard Extension: Using SGX to Conceal Cache Attacks.

Michael Schwarz, Samuel Weiser, Daniel Gruss, Clémentine Maurice, Stefan Mangard. DIMVA’17
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Measured Trace

...allows to clearly see the bits of the exponent
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Malware Guard Extension: Using SGX to Conceal Cache Attacks.

Michael Schwarz, Samuel Weiser, Daniel Gruss, Clémentine Maurice, Stefan Mangard. DIMVA’17
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Rowhammer

DRAM bank

1 1 1 1 1 1 1 1 1 1 1 1 1 1

1 1 1 1 1 1 1 1 1 1 1 1 1 1

1 1 1 1 1 1 1 1 1 1 1 1 1 1

. . .

1 1 1 1 1 1 1 1 1 1 1 1 1 1

row bufferrow buffer

1 0 1 1 1 1 1 0 1 0 1 1 1 1

bit flips in row 2!

• Cells leak → repetitive refresh

necessary

• Maximum interval between

refreshes to guarantee data

integrity

• Cells leak faster upon

proximate accesses →

Rowhammer
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Bit Flips in SGX EPC Memory

• What happens if a bit flips in the SGX EPC Memory?

• Integrity check will fail!

→ Locks up the memory controller

→ Entire System Denial-of-Service!

• SGX Bomb paper
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What about more recent TEEs?



Breaking Mbed TLS Square + Multiply

0 5 10 15 20 25 30 35 40 45

page fault
taken

branch

Step

ei = 0

20 Daniel Gruss



Breaking Mbed TLS Square + Multiply

0 5 10 15 20 25 30 35 40 45

page fault
taken

branch

Step

ei = 0

0 5 10 15 20 25 30 35 40 45

page fault
taken

branch

Step

ei = 1

20 Daniel Gruss



Intel TDX / AMD SEV-SNP idea:

“Take any VM and run it as a CVM in our TEE”



Recovering TOTPs (memcmp-style)

COTPRESULT totp_compare(OTPData* data, const char* key,

int64_t offset, uint64_t for_time)

{

char time_str[data->digits+1];

memset(time_str, 0, data->digits+1);

if (totp_at(data, for_time, offset, time_str) == 0)

return OTP_ERROR;

for (size_t i=0; i<data->digits; i++) {

if (key[i] != time_str[i])

return OTP_ERROR;

}

return OTP_OK;

}
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Recovering TOTPs (memcmp-style)

COTPRESULT totp_compare(OTPData* data, const char* key,

int64_t offset, uint64_t for_time)

{

char time_str[data->digits+1];

memset(time_str, 0, data->digits+1);

if (totp_at(data, for_time, offset, time_str) == 0)

return OTP_ERROR;

for (size_t i=0; i<data->digits; i++) {

if (key[i] != time_str[i])

return OTP_ERROR;

}

return OTP_OK;

}

Guess the TOTP digit-by-digit with at most 60 attempts, instead of 1 000 000
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Recovering TOTPs (memcmp-style)
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Recovering TOTPs (memcmp-style)

0 2 4 6 8 10 12 14 16 18 20 22 24 26

taken
retired

Step

2 correct digits

0 2 4 6 8 10 12 14 16 18 20 22 24 26

taken
retired

Step

3 correct digits
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Problems around CVM concept

• Vendor response: “make it constant time”

→ General purpose code can’t be made constant time → can still

be attacked

• Vendor response: “not part of our threat model”

→ but the attack works, what now!?

• Vendor response: “does not create any new attack surface”

→ maybe true but the landscape changes

23 Daniel Gruss



We cannot model all threats.



Threat: Security gets too expensive.





0.09%



0.40%





But security costs! And stuff like Rowhammer is dangerous!
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Principled Cryptographic Security and Integrity

Make bit flips degrade performance without impacting security

• Cryptographic MAC

• Detect any number of bit flips

• Correction by brute-force search for correct data

26 Daniel Gruss





Undervolting
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Performance Improvement and Power Savings

CPU Voff Score Power Freq. Energy Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%

28 Daniel Gruss
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What is our collective vendor response?

Same in the real world as in security:

• USA “owning” Canada/Greenland/Gaza

• USA allying with Russia against Ukrainian “dictatorship”?

• 2024 deadliest year for journalists ever

• Allied states curtailing democracy- “we don’t think anything

changed”

29 Daniel Gruss
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A Path Forward!

• Science: Models can never reach reality - getting arbitrarily

close gets arbitrarily complex

• Split up (our view on) threat models:

• What do we aim to defend against?

• What are threats that we don’t know how to handle?

• “Not in the threat model” is almost nonsensical
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A Path Forward!

• Threat-model oriented research → what is not in the threat

model? → focus on that

• Threat-model oriented thinking → what would be a problem,

not what we can expect

• What we can expect changes all the time!
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Every Threat Model is Wrong

Daniel Gruss

Graz University of Technology
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