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Previous Work
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Fault 
Injection

Tesla

AMD

“EM-Fault It Yourself” (2022)
Building a Replicable EMFI Setup for 
Desktop and Server Hardware

This talk



Motivation

• Controversial system

• Advanced driving assistant

• Involved in accident 
investigations

• Rumors about hidden features
(“Elon mode”)

• Mature software security 
practices on Infotainment

• Large amounts of data!

4



Autopilot

System Architecture
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GatewayInfotainment

Cameras
Cameras

Ethernet

CAN Bus
(Steering, Braking, ECU, …) Cameras

HW4

HW3HW3/4HW3/4



Autopilot
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Al Addict/YouTube”Tesla Autonomy Day”, April 2019 (YouTube)
Icon by pongsakorn from the Noun Project



HW1 (2014) HW2 (2016) HW2.5 (2017) HW3 (2019) HW4 (2023)

Cameras
1 Front-Facing
(Backup n.c.)

8 Cameras
(3 front-facing, 2 pillar cams, 2 side-rear facing, 1 backup)

-1 front-facing

Sensors
Bosch radar
12 Sonars

(Continental radar) Phoenix radar

Processors Mobileye EyeQ3
Nvidia Parker SoC
Nvidia Pascal GPU

Infineon TriCore CPU

2 Custom Tesla 
FSD chips

2 Custom Tesla 
FSD chips (2nd

generation)

Storage Unencrypted eMMC Encrypted UFS

Autopilot Hardware Evolution
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Motivation
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”Tesla Autonomy Day”, April 2019 (YouTube)
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Tesla Autopilot Hardware 4 - Frontside
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Tesla Autopilot Hardware 4 - Backside
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“Turbo Neo” Architecture
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Turbo - HW3 Turbo Neo - HW4

Based on Samsung Exynos Based on Samsung Exynos

3x Quad-Core ARM Cortex A72 @2.2GHz 5x Quad-Core ARM Cortex-A75 @2.35GHz

1x 16-core Mali G71 2x 8-core Mali G76

NPU (TRIP) Dual-Core @2GHz NPU (TRIP) Triple-Core @2.2GHz

8GB LPDDR4 RAM 16GB GDDR6 RAM

Samsung UFS2.1 32GB Samsung UFS2.1 64GB

72 TOPS >216 TOPS

SSS

SGKVEH

A75

GPU

NPU

SCS

SMS

A72

GPU

NPU



Firmware Structure on SPI Flash 
(Tesla Boot File System (?) – TBFS)
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littlefs
A little fail-safe filesystem designed for microcontrollers.

ap-bl1.sbin
ap-coreboot.sbin
ap-dtb.sbin
ap-kernel.sbin
ap-initrd.sbin

sss-bl2.sbin
sgk-bl1.sbin
veh-bl1.sbin

toc-file.sbin
gps-bl.sbin
gps-fw.sbin
eth-switch-fw.sbin
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ToC = Table 
of Contents

includes file 
hashes!

littlefs v2.4.1 (current: v2.10.1)
littlefs-python 0.4.0

block size = 0x40000
name max = 0xFF
file max = 0x7FFFFFFF
attr max = 0x3FE



Signatures
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Root CA

Issuing Authority

FW Signing

SSS BL1

<>



File Structure
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Magic

Length

Hash

ECDSA 
Signature (r, s)



Non-volatile storage

Autopilot Recovery Boot

SGK
(Safety)

SSS
(Security)

SPI Flash

Universal Flash Storage

SSS BL1

BL1ROM BL0

VEH 

BL2

BL1

SSS BL2 A75 (Coreboot + Recovery Linux)

Root FS
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SGK BL1

#

verifiesverifies

BL1

verifies
A75

(Main) 
Coreboot + Recovery Linux

VEH BL1

SSH
Recovery

verifies



BL2

Off-Chip Boot 
Loader

ROM Boot Loader

Root of Trust

Load & VerifyCompare to hashLoad

Root CA  Hash

BL1

success

error
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Load & Verify Load & Verify

Root CA Issuing Authority FW Signing BL1

<>

verifies verifies



BL2

Off-Chip Boot 
Loader

ROM Boot Loader

Root of Trust (Takeover)

Load & VerifyCompare to hashLoad

Root CA  Hash

BL1

success

error
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Load & Verify Load & Verify

Root CA Issuing Authority FW Signing BL1

<>

verifies verifies

# # #



Fault Injection Attacks

Induce fault by altering the IC’s 
environment:

• Laser, electromagnetic-radiation, clock, 
supply voltage

Voltage Glitching:

• Lowering voltage shortly
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width

rise timefall time



The Plan
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Raspberry 
Pi Pico

Autopilot 
Board

VR

Turbo Neo

SSS

SPI Flash

SGK

Monitor SPI

Interrupt Power

VEH



SSS Power Supply
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SSS Voltage Rail
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Analog Devices
MAX20025T

SSS Power Rail 
0.75V



SSS Voltage Rail

24



Step 1: Short SSS Voltage 
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SSS

Raspberry 
Pi Pico

VR

SPI Flash

I



Step 2: Remove Capacitors
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SSS

Raspberry 
Pi Pico

VR

SPI Flash

I

I



Step 4: Disconnect VR from Voltage Rail
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SSS

Raspberry 
Pi Pico

VR

SPI Flash



Setup in Reality
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Raspberry Pi Pico

Tigard Board
(SPI Programmer)

TC4427
Automotive 
Ethernet Adapter

Mosfets &
Inductor

SPI Debug 

SPI Flash 

HDMI Connector 
(SPI, AP Reset, 
Watchdog Reset) 



Tuning the Drop
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duration

• Determine proper duration by 
trial and error using original 
firmware

• Monitor SPI traffic while 
testing different values

• Too short = no effect 

• Too long = system resets

SSS voltage

delay



SPI Boot Trace – Unmodified
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CLK

CS

SPI Init Root CA #1 Root CA #2 Root CA #1



SPI Boot Trace – Root CA
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CLK

CS

Root CA #1 Revocation List



SPI Boot Trace – Root CA Replaced
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CLK

CS

Root CA #1 Revocation List



Glitch Script

Ping SSH



Success Rate

• Measured only on one SoC

• Attempts: 60083

• Successes: 292

• False positives: 0

• Success rate: 205.76 attempts/success

• Glitch rate: 33.38 attempts/s
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Comparison to HW3

• Attack mostly the same -> no new mitigations

• Had to desolder more components

• SPI flash filesystem differs but signatures are of same format

• New co-processor and new names
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Board Credentials
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board.key

Tesla Cloud
Hermes

Mutual Authentication
https / wss



Board Credentials
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SSS BL2
[seed, secret_id, digest]

Generate ECC key
[secret_id, seed]

Sign 
[derived_key, digest]

A75 SGK SSS BL2
mbox/rpcmbox/rpc

Sign Request
[seed, secret_id, digest]

Stored in 
SSS 

memory!

Derived Key



Key Derivation Function
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Generate key

Read TLA secret 
from OTP memory

Load HMAC or AES key 
parameters from SPI flash

Crypto engine loads key 
into key slot

Write TLA secret into key 
slot

HMAC or AES

TLA secret 
stored in SSS 

memory! Never 
stored in 
memory!

Derived key lengths:
- 0x40 bytes: FMP key
- 0x20 bytes: ECC256 key
- 0x44 bytes: ECC521 key

Crypto Engine

AES

Key

ECC

Key

SHA

secret_id

seed

Stored in 
SSS 

memory!

Derived Key



Flash Memory Protector
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A75
Crypto
Engine

Flash
Storage

FMP UFSHCI

Recovery
Linux

/dev/sdX

Flash
Storage



Flash Memory Protector - Provisioning
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SGK

Generate random 
seed

Save seed on SPI flash
Call KDF

[seed, secret_id=SoC]

Store FMP key in OTP 
memory slot

Delete seed on SPI 
flash

Verify FMP key

SSS



Flash Memory Protector - Activation
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SGK

Enable FMP

Configure crypto 
engine

Crypto engine loads 
key



Weight Encryption

• Weights needed for ML

• AP allowed to download

• Encrypted with WEK

• WEK decrypted by SGK

• Decrypted weights never leave 
secure NPU memory
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WEK?

sign[ephemeral pubkey, enc[WEK], tag]

Tesla CloudAP

weights!

weights?



Weight Encryption Key
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SGK
sign[ephemeral pubkey, enc[WEK], 

tag]

ECIES

Decrypt WEK 
using ECIES key

Encrypt WEK and 
create CMAC

SSS

Save encrypted 
WEK on flash

Tesla pubkey stored 
in firmware

Verify signature

Decrypted 
WEK in SGK 

memory!

ECDH Crypto 
Engine

SoC key seed

Tesla Cloud
AP

Shared secret
SoC AES key



Weight Decryption
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Load weights into 
secure memory

Decrypt WEK 
using SoC key

Decrypt weights in 
secure memory

SGK

SSS

AP

Load weights!



What can be extracted?

• Board key

• Flash memory protector key (?)

• Weight encryption key

• But: SoC Root key and SoC AES/HMAC key seem to be safe!
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Key Takeaways

Voltage glitching is still a thing

1. It threatens Tesla’s intellectual property (Autopilot software and 
especially weights)

2. It enables 3rd parties to independently analyze the system 
• for data privacy violations, forensic investigations

• for vulnerabilities, e.g., adversarial (ML) attacks

• for understanding elaborate crypto concepts

3. The window for 3rd party analysis is closing

4. Use key slots whenever possible to handle keys securely
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Thank You, Green!

• Helped us with hardware supply

• Helped whenever we had a question

• We provide an Autopilot ”Jailbreak“

• Good places for more Tesla details:

• Twitter: @greentheonly

• YouTube: @greentheonly

• Tesla Motors Club: verygreen
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Questions?



Elliptic Curve Integrated Encryption Scheme

• Encryption

• Input: AP pubkey, server’s ephemeral pubkey, “APWEK-ENC”

• Output: ephemeral pubkey, tag, encrypted WEK

• Decryption

• Input: private key, ephemeral pubkey, tag, encrypted WEK, 
“APWEK-ENC”

• Output: verfied WEK

• KDF = SHA256

• MAC = CMAC-AES256 + “APWEK-MAC”

• ENC = AES256-CBC
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https://dl.acm.org/doi/abs/10.1080/01611194.2014.988363

https://dl.acm.org/doi/abs/10.1080/01611194.2014.988363
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