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*One more 

cyber attack and 

then off to bed!
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o Set-HostedConnectionFilterPolicy -Identity Default -IPAllowList @{Add = 
$to_whitelist_ip}
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o Set-HostedConnectionFilterPolicy -Identity Default -IPAllowList @{Add = 
$to_whitelist_ip}

o New-TransportRule -SetHeaderName "X-MS-Exchange-Organization-BypassClutter" -
SetHeaderValue "true" -SetSCL "-1“
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o Set-HostedConnectionFilterPolicy -Identity Default -IPAllowList @{Add = 
$to_whitelist_ip}

o New-TransportRule -SetHeaderName "X-MS-Exchange-Organization-BypassClutter" -
SetHeaderValue "true" -SetSCL "-1“

o New-TransportRule –SetHeaderName "X-Forefront-Antispam-Report" -SetHeaderValue
"SFV: SKI;“
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o New-TransportRule –SetHeaderName "X-MS-Exchange-Organization-
SkipSafeLinksProcessing" -SetHeaderValue "1" -SetSCL "-1“
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o New-TransportRule –SetHeaderName "X-MS-Exchange-Organization-
SkipSafeLinksProcessing" -SetHeaderValue "1" -SetSCL "-1“

o New-TransportRule –SetHeaderName "X-MS-Exchange-Organization-
SkipSafeAttachmentProcessing" -SetHeaderValue "1“

9000



o New-TransportRule –SetHeaderName "X-MS-Exchange-Organization-
SkipSafeLinksProcessing" -SetHeaderValue "1" -SetSCL "-1“

o New-TransportRule –SetHeaderName "X-MS-Exchange-Organization-
SkipSafeAttachmentProcessing" -SetHeaderValue "1“

o New-InboundConnector -SenderIPAddresses $to_whitelist_ip -RequireTLS $true -
ConnectorType "Partner" -SenderDomains "*"
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Connect-IPPSSession -UserPrincipalName
navin@contoso.onmicrosoft.com 

-DelegatedOrganization adatum.onmicrosoft.com 
-AzureADAuthorizationEndpointUri

https://ps.compliance.protection.outlook.com/
powershell-liveid/
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https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverridePolicy

https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverrideManagementRule



9000

https://eur06b.ps.compliance.protection.outlook.com/

Psws/Service.svc/

https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverridePolicy

https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverrideManagementRule
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https://eur06b.ps.compliance.protection.outlook.com/

Psws/Service.svc/

https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverridePolicy

https://security.microsoft.com/apiproxy/psws/

service.svc/PhishSimOverrideManagementRule

PS C:\> Connect-IPPSSession -DelegatedOrganization microsoft.com
WARNING: Your connection has been redirected to the following URI: 
"https://nam06b.ps.compliance.protection.outlook.com/Powershell-
LiveId?DelegatedOrg=microsoft.com"
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$resource = "https://ps.compliance.protection.outlook.com"
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$resource = "https://ps.compliance.protection.outlook.com"

# Microsoft Exchange REST API Based Powershell

# "AdminApi.AccessAsUser.All"

# "FfoPowerShell.AccessAsUser.All"

# "RemotePowerShell.AccessAsUser.All"

# "VivaFeatureAccessPolicy.Manage.All"

$client_id = "fb78d390-0c51-40cd-8e17-fdbfab77341b"
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$resource = "https://ps.compliance.protection.outlook.com"

# Microsoft Exchange REST API Based Powershell

# "AdminApi.AccessAsUser.All"

# "FfoPowerShell.AccessAsUser.All"

# "RemotePowerShell.AccessAsUser.All"

# "VivaFeatureAccessPolicy.Manage.All"

$client_id = "fb78d390-0c51-40cd-8e17-fdbfab77341b"

$redirect_uri = "http://localhost" 
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$resource = "https://ps.compliance.protection.outlook.com"

# Microsoft Exchange REST API Based Powershell

# "AdminApi.AccessAsUser.All"

# "FfoPowerShell.AccessAsUser.All"

# "RemotePowerShell.AccessAsUser.All"

# "VivaFeatureAccessPolicy.Manage.All"

$client_id = "fb78d390-0c51-40cd-8e17-fdbfab77341b"

$redirect_uri = "http://localhost" 

AcquireTokenAsync($resource, $client_id, $redirect_uri, ...)
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$resource = "https://ps.compliance.protection.outlook.com"

# Microsoft Exchange REST API Based Powershell

# "AdminApi.AccessAsUser.All"

# "FfoPowerShell.AccessAsUser.All"

# "RemotePowerShell.AccessAsUser.All"

# "VivaFeatureAccessPolicy.Manage.All"

$client_id = "fb78d390-0c51-40cd-8e17-fdbfab77341b"

$redirect_uri = "http://localhost" 

AcquireTokenAsync($resource, $client_id, $redirect_uri, ...)
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Tenant 4
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Tenant 4
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Tenant 4
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... But I still need to automate changing 

those @!#$@#$ settings...

Tenant 4
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Not my customer!
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Connect-ExchangeOnline

oGet-PhishSimOverridePolicy
▪ New-PhishSimOverridePolicy

oGet-ExoPhishSimOverrideRule
▪ New-ExoPhishSimOverrideRule

▪ Set-ExoPhishSimOverrideRule
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72f988bf-86f1-41af-91ab-2d7cd011db47

Microsoft
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72f988bf-86f1-41af-91ab-2d7cd011db47

Microsoft
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72f988bf-86f1-41af-91ab-2d7cd011db47

Microsoft
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microsoft.com tenant 19000

Global Administrator
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