
                                       

                                       

Red Team Operations in OT

RuhrSec – February 2025

A peek behind the curtains of hacking 
industrial systems



                                       

2

NVISO ARES

ADVERSARIAL RISK 
EMULATION & 
SIMULATION

Sarah Mader

IT Security Consultant, 
Red Team

Sarah.mader@nviso.eu

mailto:stefan.bauregger@nviso.eu


                                       

Operational 
Technology (OT)?



                                       

The NIST Computer Security Resource Center defines Operational Technology (OT) as 
"Programmable systems or devices that interact with the physical environment (or manage 
devices that interact with the physical environment). These systems/devices detect or cause a 
direct change through the monitoring and/or control of devices, processes, and events. 
Examples include industrial control systems, building management systems, fire control 
systems, and physical access control mechanisms.“

Industrial Control Systems (ICS) are further defined as "An information system used to 
control industrial processes such as manufacturing, product handling, production, and 
distribution. Industrial control systems include supervisory control and data acquisition 
systems used to control geographically dispersed assets, as well as distributed control 
systems and smaller control systems using programmable logic controllers to control 
localized processes." 

https://csrc.nist.gov/glossary/term/operational_technology

https://csrc.nist.gov/glossary/term/industrial_control_system

ICS and OT

https://csrc.nist.gov/glossary/term/operational_technology
https://csrc.nist.gov/glossary/term/industrial_control_system
https://csrc.nist.gov/glossary/term/operational_technology
https://csrc.nist.gov/glossary/term/industrial_control_system
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OT
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OT Security?



                                       

▪ Increased Connectivity

▪ Surge in global tension led to 
increased cyber threat activity 
(Ukraine-Russia, Israel-Hamas, 
and South China Sea regions)

▪ Rise in Ransomware Attacks

▪ Regulations (NIS2, ISA/IEC-62443, 
etc.)

OT Security



                                       

Introduction to 
Red Teaming
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Red Teaming

Simulation of a 
real Cyberattack

Emulation of  
Attack techniques 

used by APTs

Targeted Test of
Technologies, Persons 

and Processes

„APT (Advanced Persistent Threat) is 
a complex, targeted and effective 

attack on critical IT infrastructures.”



                                       

Advanced Persistent Threat

Introduction to Red Teaming
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https://www.dragos.com/threat/chernovite/https://www.dragos.com/threat-groups/
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STAGE 1

Cyber Intrusion Preparation and Execution

STAGE 2

ICS Attack Development and Execution



                                       

But OT is not IT



                                       

▪ 38% of compromises to ICS 
environments in 2023 come 
from compromises in IT 
networks 

True but…

OT vs. IT



                                       

▪ Safety is always first in ICS environments

Key Difference

OT vs. IT

Confidentially

Integrity

Availability

Availability

Integrity

Confidentially

IT OT



                                       

Initial Access Scenarios

Attack Vector



                                       

Case Story



                                       Case-Story

OT Red Team Assessment
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Initial Access: Physical

Objectives: Compromise OT network & 
takeover control

Temperature: 0° down to -20°

Success: True
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Physical Assessments

Case-Story
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Case-Story



                                       

Brainstorm 
Location #1

www.nviso.eu 39

• Pick locks at night

• Social engineering: visitors’ tour
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Case-Story

• Lockpicking, sure…

• Visitor tour
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Case-Story

• Lockpicking, sure…

• Visitor tour



                                       

Brainstorm 
Location #2

www.nviso.eu 42

Break into facility at night

• Lots of security measures, What to do once inside?

Social engineering: cleaning service

• Bypass security measures, Ask for assistance once inside! 
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Case-Story
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Case-Story

Problem: Control Room 
still locked!
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Case-Story

Problem: Control Room 
still locked!
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Case-Story



                                       

Thank you!
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