Salesforce Snafus:

Unveilling and Exploiting Security
Misconfigurations Using Commonly
Used widgets
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Background

* Whatis Salesforce: Point-and-Click vs. Manual
Coding

* Flow Builder

* Page Layout

* Widgets and Chatter
* Digital Experience

Security Concerns
* Misconfigurations
* Unproper Access to Objects
* Elevated User Privilege/Roles

Age n d a Attacks in Salesforce

* Widgets reveal insecurities
* Broken Access Control
* Insecure Direct Object References
(IDORs)
Remediation, Detection, and Prevention
* How to detect proper access for objects/users
* How to test/detect

Closing
* Q/A
e Future Work
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Advisory!

| fear no app

But that thing...




Salesforce?

TLDR; Companies tend to have a lot of data,
Salesforce (and other CRMs) help support teams to
manage that data.

This talk focuses on:
Flow Builder (modifies Salesforce objects)
Page Layouts (determines visibility)

« Chatter widget (displays information)

. Digita].Expeqience Site (renders widgets)

PLEASE DON'T I WASN'T
GOING TO

I'M HERE TO TALK
TO YOU ABOUT
SALESFORCE.

99% OF PEOPLE
DO IT WRONG.

HERE'S 8
STEPS HOW:
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Flow Builder

uto-Layout w Version 1: Last modified 6 minutes ago m

Edit Screen

New Contact

Name

Start )
Screen Flow Flrst Name
[Festneme
Last Name

--None--

Q
I
Contact_Info
Screen '
-
| Account
I

End
If this contact already exists, update the existing record. C)
Create other contact

Pause Previ
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Page Layou

Shrink To View

Account
& Biotech Company ()

Phone Website
(666) 666-6666

Related Details

@ Insufficient permissions

don't have user access to view this component.

Account Owner

;?' Jessa G

We found no potential duplicates of this Account.

E Contacts (1)

E John Smith
Title: CEO
Email:

Phone: (666) 666-6666

E Opportunities (0)

ﬂ Cases (0)

Notes & Attachments (0)

Partners (0)

View All

Or drop files

L

2, Upload Files

Account Site Industry
Biotechnology

Activity Chatter

Filters: All time - All activities - All types o

Refresh - Expand All - View All

v Upcoming & Overdue
No activities to show.

Get started by sending an email, scheduling a task, and

No past activity. Past meetings and tasks marked as done show up
here. |




Save ¥ | Quick Save PreviewAs..¥ Cancel $'Undo < Redo | [£] Layout Properties

Fields QQuick Find| Button Name | x

Custom Links

Add to an Actiona... Check for New Data Delete
el feh Add to Call List | C Hi h | Disabl
o Ca 1S ompan erarc Isa
Mobile & Lightning Actions pany y
Change Owner Create Donor Brief Disabl

Expanded Lookups
Related Lists

Dannrt Mharts

Highlights Panel

Customize the highlights panel for this page layout...

Quick Actions in the Salesforce Classic Publisher !

Post File New Task New Contact New Case

Salesforce Mobile and Lightning Experience Actions ' !

Post File New Task Get Contacts Call
Account Standard Buttons
Detail Edit | Change Owner | | Change Record Type | Send Survey | Delete

Buttons | Add Contacts To C... | Change Record Type Create Summary Edit Generate Document

Link a Slack Channel

New Gift Entry

Edit Labels Get Contacts
e Customer ... Enable As Partner Get Survey Invita...
e Partner A... Evaluate Candidate Include Offline

Log a Call New Note New Opportunity

Send Text

View Account Hierarchy | | Sharing |  Sharing Hierarchy

Include Offline

New Partner Channel

Printable View

New Event

Enable As Partner

Prospecting Insights

” Submit for Approval

Send Survey
Sharing
Sharing Hierarchy

Link Poll

Disable Customer Account

View Account Hier...

View Catalogs

View Licensing De...

View Partner Scor...

View Relationship...

Account Sample

Question Email

Disable Partner Account

Get Survey Invitation

Check fo

Custom Buttons
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25 privateresearch-dev-ed.develop.my.site.com/researchsite/s/

Finding and Exploiting
Vulnerabilities for Your
Company

New Contact

Name

First Name

First Name

Last Name

Last Name




<« - C 25 privateresearch-dev-ed.develop.my.site.com/researchsitd/servlet/servlet.FileDownload?file=0

Research Site

Jessa Gegax v

The value of the "file" parameter contains a character that is not allowed or the value exceeds the maximum allowed length. Remove the character from the parameter value or reduce the value length and resubmit. If the error still persists, report it to our
Recent ltems Customer Support team. Provide the URL of the page you were requesting as well as any other related information.

jessagegax Back
Biotech Company

Josh Ortiz

Grand Hotels & Resorts Ltd

Fashion Shop

Dickenson plc

Research_Site

23 0127 _ecd ps-...

cyber-security-...




<« - C %5 privateresearch-dev-ed.develop.my.site.com/researchsite/search/UndeletePage

Research Site . Search Jessa Gegax v

Chatter

« Recydle Bin it @

Recent ltems

Biotech Company

Josh Ortiz

Grand Hotels & Resorts Ltd
Fashion Shop

Undelete | | Empty your recycle bin | | Empty your organization's recycle bin

Name Deleted By Deletion Date +

Dickenson plc

No records to display.
Research_Site
23 0127 _ecd ps-... Undelete Empty your recycle bin | | Empty your organization's recycle bin
cyber-security-...

Empty your organization's recycle bin

u Recycle Bin




Salesforce Chatter atter  People

? Account
& Biotech Company

Phone Website Account Owner

(666) 666-6666

Related Details

We found no potential duplicates of this Account.

E Contacts (1)

= B
Title: CEO

Email:
Phone: (666) 666-6666

ps

v

Files ~

View All

Account Site

*All Accounts X * Biotech Company | Account

Industry
Biotechnology

X

@[+ o | oo wencen | v [ ]

Chatter

(a-al-
Filters: All time « All activities - All types

Refresh + Expand All - View All

v Upcoming & Overdue

No activities to show.
Get started by sending an email, scheduling a task, and more.

No past activity. Past meetings and tasks marked as done show up here.




Customer - Direct [312] 594-1000

E e Task

w Upcoming & Qverduse
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Y Jesza Gepax L Hezpitality

Email

Mo activitics to show,
Gt started by serding anemail, scheduling a task, and mare,

Mo past activity. Past meetings and tasks marked as done show up here.

Filters: Al time » All activitios « &) types |~ T2

Refrash = Expand All & iew All
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Digital Experience Sites



Finding and Exploiting
Vulnerabilities for Your
Company

B All Accounts «




General

View and edit the main properties of your site.

Site Details

Template
Build Your Own

Public Access @

Guest users can see and interact with the site without logging in

SETUP
Profiles

Standard Object Permissions

The permissions defined here control access at the object level. Access to individual records within that object type is controlled by the sharing model. Set access le
permissions for individual contributors, managers, and administrators. How do | choose? ?

Basic Access
Create i Delete View All | Modify
— All .
|12

Accounts

Account Brands

Addresses
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SETUP

Sharing Settings

YOU Can use snaring ruies oniy 10 grant wiaer access 10 aata, Nnot 10 resirict access.

Step 1: Rule Name

Label  |'Guest Access to Accoul
Rule Name | Guest_Access_to_Accc| i

Description Allows guest users to see all Salesforce account data.

Step 2: Select your rule type

Rule Type O Based on record owner O Based on criteria @ Guest user access, based on criteria

Step 3: Select which records to be shared

This sharing rule grants access to guest users without login credentials. By modifying the default settings in accordance with these criteria, you're allowing im
matching these criteria to anyone accessing the site, even without logging in. To secure your site and its data from guest users, consider all the use cases ang
that you think are appropriate for the sensitivity of your data. Salesforce isn't responsible for any exposure of your data to guest users related to this change fi

Criteria Error: No criteria specified
Field Operator

I Account Name does not contain v AND  Error: You must enter a value

--None-- --None-- AND

--None-- --None-- AND

--None-- --None-- AND
--None-- --None--

Add Filter Logic...

Additional Options Include records owned by high-volume users | i

Step 4: Select the users to share with
Share with | Research Site Site Guest User v

Step 5: Select the level of access for the users

Default Account and Contract Access I Read Only [




i

Salesforce URL

Account

Fashion Shop

Phone
(888) 888-8888

Website

/{detail/001aj0O0000WPILBAA1

CYPRESS

Account Owner Account Site Industry

9 Jessa Gegax &'

Apparel




¥ Update Host header to match target

GET /researchsite/s/detail |HTTP/2

Host: privateresearch-dev-ed.develop.my.site.com
Cookie: renderCtx=
%7B%22pageld%22%3A%22c78c985e-3920-4cel-af74-6c513e672a18%22%2(%22schema%s22%3A%22Published%22%2C%22viewType%22%3A%22Published%22%2C%22brandi
ngSetId%22%3A%2265234b5b-5e23-4ca3-a5d2-d782a8d6c2c2%22%2(%22audiencelds%22%3A%22%22%/D; CookieConsentPolicy=0:1;
LSKey—-c$CookieConsentPolicy=0:1; BrowserId=UnMQc80eEe-Mazmyi3U-uw; pctrk=d392ebf5-be@2-4903-b9c8-f059d708bd@9
Cache-Control: max-age=0
Sec—-Ch-Ua: "Chromium";v="131", "Not_A Brand";v='"24"
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "macOS"

8  Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.6778.140 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Sec—-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Priority: u=0, i




<)  3.Intruder attack of https://privateresearch-dev-ed.develop.my.site.com

Results Positions

Y Intruder attack results filter: Showing all items
Request ~ Payload Status code Response received Timeout .

00000000000f320135 200 146
000000000004a9a491 200 138
000000000003fe2194 200 167
000000000005d2191e 200 166
000000000004fc8d3b 200 139
00000000000102d705 200 166
0000000000012d0424 200 175
000000000004f80d08 200 169
000000000007 cae89%a 200 163

1
2
3
4
5
6
7
8
9

00000000000ff37c2¢
00000000000e8fb304
00000000000b3a7c7f
00000000000057e3a3
00000000000823556a
000000000003495¢ea2
000000000004b1b6e8
0000000000016b4514
00000000000241d78f
00000000000c25a8a4
000000000004746ea6
000000000000486fc1
00000000000323a742
000000000001f890bc
000000000004b74523
0000000000071d9f0d
000000000001d0892e




Results Positions

Intruder attack results filter: Showing all items

Request ~ Payload Status code
0 200
1 0032j000004pYIHAA2 200

Salesforce URL

Contact

Josh Ortiz

Account Name Phone(2) w

Fashion Shop (888) 888-8888

New Task New Event

Response received Error Timeout
201
345

1/003aj000004pYIHAA2

CYPRESS

Contact Owner

9 Jessa Gegax &
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Length

118235
116175
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Future Work and
QA

wWhere can default configurations show up in Flows?
Digital Experience shenanigans..

Can we automate finding these security
misconfigurations?

What Does Salesforce Do?
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