
Salesforce Snafus: 
Unveiling and Exploiting Security 
Misconfigurations Using Commonly 
Used Widgets



whoami
• Red Teamer in Healthcare

• Badge Life Enthusiast

• Yoga Instructor and Runner

• Dog Parent

LinkedIn: Jessa Gegax



Agenda

• Background
• What is Salesforce: Point-and-Click vs. Manual 

Coding
• Flow Builder
• Page Layout
• Widgets and Chatter
• Digital Experience

• Security Concerns
• Misconfigurations

• Unproper Access to Objects
• Elevated User Privilege/Roles

• Attacks in Salesforce
• Widgets reveal insecurities

• Broken Access Control
• Insecure Direct Object References 

(IDORs)

• Remediation, Detection, and Prevention
• How to detect proper access for objects/users
• How to test/detect

• Closing
• Q/A
• Future Work



Advisory!



What is 
Salesforce?
TLDR; Companies tend to have a lot of data, 
Salesforce (and other CRMs) help support teams to 
manage that data.

This talk focuses on:

• Flow Builder (modifies Salesforce objects)

• Page Layouts (determines visibility)

• Chatter Widget (displays information)

• Digital Experience Site (renders widgets) 





Flow Builder



Page Layout











Chatter/Widgets





Digital Experience Sites

















Remediation, 
Prevention, and 
Detection



Future Work and 
QA
• Where can default configurations show up in Flows?

• Digital Experience shenanigans…

• Can we automate finding these security 
misconfigurations?
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